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Introduction 

Not long time ago, to search for 

information, a person had to visit a 

library, rigorously read newspapers, and 

talk to so many people. It used to take 

lot of time, money, and effort. But this 

modern age is the age of information. 

Any information can be obtained from 

the Internet in a split second by simple 

search. There are reviews by different 

users that further enhance the reliability 

of the content already shown. Where 

earlier people communicated through 

time taking and costly process like posts 

and letters, now have been replaced by 

emails, instant messaging, voice, and 

video chats through which even a person 

who lives in other part of the world 

appears to be sitting just across the table 

and talking. 

The Internet has changed the way we 

think, behave, and react. In every second, 

a person unknowingly does so many 

transactions on the Internet, such as 

downloading applications (app.), 

agreeing to the Terms of Service, liking a 

certain picture, comment, sharing 

personal status. Though this person finds 

Abstract  
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momentary happiness and moves on, 

there is an adage “The Internet never 

forgets”. Sensitive user information is 

received and stored by websites over the 

Internet. They are later used to customize 

advertisements for users.  

With the increasing complexity of the 

search engine algorithms, even 

comments on a forum can be reported in 

a search result. Hence, this person leaves 

electronic tracks on the Internet. These 

nuggets of information can be collected 

over a period to know what sort of a 

person he/she is and interests, 

friendships, way of dress, hobbies, and 

political affiliations1. In user’s computers, 

small files are stored in the form of 

Cookies that hold a meek amount of data 

pertaining to that accessed website and 

client. It allows the website to recognize 

rapid users and secure information about 

online behaviour. Cookies and browsing 

history together can be pumped into an 

algorithm that can create a virtual profile 

of every user. 

E-mail analysis can be automated to 

 
1 Available at https:// www. theguardian. com/ 
news/2018/may/06/cambridge-analytica-how-
turn-clicks-into-votes-christopher-wylie (last 
accessed on 15 October 2021) 
2Rajesh, Rupali & Chincholkar, Snehal, “A Study 
on Consumer Perception of Ola and Uber Taxi 
Services, (2018) also available at https:// www. 
researchgate. net/ publication/ 329504341_ A_ 
Study_on_Consumer_Perception_of_Ola_and_U

collect vast data of a user to deduce 

his/her interests and to target suitable 

advertisements to him/her. Users leave 

footprints over the Internet while doing 

online purchases, which can be captured, 

processed, and used thereafter for 

targeted advertising of the same genre. 

The kind of information obtained is 

employment profile or spending 

capacity, customer preferences in 

shopping.2 For instance, a woman 

purchasing pregnancy related medicines 

might also look forward to receiving 

advertisements for baby products. To put 

it mildly, privacy concerns are a serious 

issue in the age of information and there 

is a need for the Internet to forget the 

personal data of its users.   

Experts say that it will be tricky to 

implement this R.T. F3 as the data 

fiduciary will have to put a system in 

place that will add to their operational 

cost. R.T.F could introduce “memory 

holes” that would surely be against the 

interests of the Internet market. George 

Orwell popularized this concept of 

ber_Taxi_Services” (last accessed on 15 October 
2021) 
3Available at https:// economictimes. indiatimes. 
com/ news/ politics-and-nation/ right-to-be-
forgotten-clause-in-srikrishna-panels-draft-bill-
tricky-to-implement-say-
experts/articleshow/65172054.cms (last 
accessed on 30 October 2021) 
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“memory hole”.4 Google has argued that 

it violates the objectivity of the Internet. 

Hence, if the Internet starts releasing 

information, then there remains no 

difference between contents on paper 

and contents on digital disks. Therefore, 

if the source information were lost, then 

no one would be concerned about the 

disappearance of some search result 

links5. Moreover, the same search result 

can come from two different keywords. 

Hence, even after removing the link to 

appear from one keyword, it may still 

appear with another keyword. To add, 

there is always a debate on whether the 

search result link must be removed from 

only one single domain (i.e., Yahoo.fr or 

Yahoo.in), or for every domain across the 

world where it runs. If a link is removed 

from all the domains across the world, 

then any user in any corner of the world 

could use the right (R.T.F) available in 

one country to remove links across the 

world.  

The personal data of users is getting 

uploaded into the web every second. 

Even though the draft bill is ready, its 

debate in the parliament has been 

delayed. Even after the enactment, 

systems must be brought up to 

 
4 Available at https:// study. com/ academy/ 
lesson/ memory-hole-in-1984.html (last 
accessed on 30 October2021) 

implement the law that may take time, 

increasing the threat of data security and 

users R.T.F. The concept of ‘right to be 

forgotten’ is most intricately linked to the 

ever evolving ‘right to privacy’. Right to 

privacy or going a step further, ‘right to 

informational privacy’ has been 

recognized since long in various 

jurisdictions and in this connection, the 

recent decision6 of the Supreme Court of 

India whereby the Hon’ble Court upheld 

the right of privacy as a necessary 

concomitant of Article 21 gains 

relevance. A brief discussion on how the 

Hon’ble Court has dealt with the right to 

informational privacy as facet of overall 

privacy debate is instructive. In the 

opinion rendered by Hon’ble Justice DY 

Chandrachud which is pertinent to the 

present discussion, the Hon’ble Justice 

has dilated on how the term “privacy” 

has or can have three varied 

justifications, namely,  

a. Secrecy  

b. Control  

c. Anonymity  

It is with the want for “control” and 

“anonymity” that the right to be 

forgotten is related. Further, it is 

5 Supra Note 4. 
6Justice KS Puttaswamy (Retd.) v. Union of India, 
WP (Civil) No. 494 of 2012. 
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important to note that information has 

the following three features: - 

a.  It is “non-rivalrous” meaning 

thereby that use by one doesn’t 

hamper someone else’s use of the 

same information.  

b. It is “Invisible” essentially 

meaning that information being 

intangible in nature can be used 

without notice and by multiple 

persons.  

c. It is also “Recombinant”, implying 

that the informational output can 

be used as input for more 

processing and generating more 

information 

It is because of these features that 

information needs to be protected and 

recognized as a part of the fundamental 

right for an individual which can be 

asserted through action in court of law. 

Notably, the development as regards 

right to privacy has advanced from being 

specific to physical space to persons and 

the related personal information. The 

best example of this is the decision in the 

case of Rile v. California7 whereby the 

courts held that obtaining cell phone 

data/ information during a physical 

search needed a separate warrant, 

absence of which would be violative of 

 
7573 US (2014) 
8(2011) UKSC 21 

the constitutional rights. Similarly, in R v. 

The Commissioner of Police of the 

Metropolis8 the court was concerned 

with the duration for which the police 

could retain biometric data associated 

with individuals who are no longer 

suspected of criminal offence, the court 

held that the retention of information 

without ‘exceptional circumstances’ 

justifying the same is unlawful and 

violative of European Convention on 

Human Rights. These decisions have 

placed increasing importance on the 

information related to an individual 

which in turn highlights their right to get 

such information removed from public 

domain which has either lost its 

significance, is factually incorrect or even 

harms their reputation and social 

standing without serving any useful 

purpose.  

The U.S Supreme Court faced an issue to 

decide whether the information 

submitted by an account holder to his 

banker can be expected to be treated as 

a private document or not. In United 

States v Miller9 Justice Powell observed 

that the summoned documents were not 

private papers, but part of banks 

business records, which are not meant to 

be confidential communications but 

9425 US 435 (1976) 
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instead are negotiable instruments used 

during business for commercial 

transactions. Hence, the federal agents 

did not violate any law to use such 

papers to indictment. However, Justice 

Brenen dissented and opined that when 

a person submits documents to a bank, 

he has a legitimate expectation that 

those documents shall be utilized by the 

bank only for internal banking purposes, 

and that the Judicial institution must 

keep pace to protect individual privacy in 

such situations. 

Global Positioning System (GPS) is a 

device used to track the position of the 

object in which this device is installed. It 

is not costly and can accurately tell, 

within meters, the position of the object 

to the owner of the device, placed 

anywhere in the world. Therefore, a 

person sitting in India can easily track a 

vehicle moving in the United States by 

installing a GPS tracking device inside 

the car. The U.S Supreme Court faced an 

issue to decide whether the installation 

of a GPS device on a vehicle and using 

the device to monitor the vehicle's 

movements constitutes a search under 

the Fourth Amendment. In United States 

v Jones10, Justice Scalia applied the 

trespass test and opined that the 

 
10565 US 400 (2012) 

Government’s physical intrusion onto the 

defendant's car for the purpose of 

obtaining information constituted 

trespass and therefore a “search”. 

Forward-looking infrared (FLIR) cameras 

take images of infrared radiation 

emission, which help them in detecting 

human movement. In R v. Plant, Supreme 

Court of Canada held that the 

information generated by FLIR imaging 

did not reveal a “biographical core of 

personal information” or “intimate 

details of [his] lifestyle”, and therefore 

section 8 of the Canadian Charter had 

not been violated. Thus, relying on 

several decisions from other 

jurisdictions, the Indian Supreme Court 

has recognized an individual’s right to 

privacy as flowing from Article 21, which 

can be curtailed only by way of a 

legitimate law whose aim is reasonable 

and the encroachment proportional to 

the purpose.  

Article 52 of the European Convention 

on Human Rights (ECHR) lays down the 

Scope of guaranteed rights, which states 

that “subject to the principle of 

proportionality, limitations may be made 

only if they are necessary and genuinely 

meet objectives of general interests 

recognized by the Union of the need to 
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protect the rights and freedoms of 

others.” 

Union government during the hearing of 

the K.S. Puttaswamy (supra) constituted 

a committee chaired by “Justice B N 

Srikrishna, to review the data protection 

norms in our country and to make its 

recommendations”. Accordingly, the 

committee has come up with the Bill - 

The Personal Data Protection Bill, 

201911, and from its preamble12. It can 

be deduced that the law makers are 

enacting a law to protect the data that is 

personal to the individuals by ensuring 

accountability of those entities which 

process the personal data. “The Bill 

further provides remedies for 

unauthorized and harmful processing 

and further proposes to establish a Data 

Protection Authority for overseeing such 

processing activities”13. The Bill, 201914 

defines consent15, Data fiduciary16, Data 

Principal17, Personal Data18, processing19 

and Sensitive Personal Data20. Section 

27 of this Bill lays the R.T.F. The Bill was 

 
11Hereinafter Bill, 2019, also “available at https:// 
www. prsindia. org/ sites/ default/ files/ 
bill_files/Draft%20Personal%20Data%20Protec
tion%20Bill%2C%202018%20Draft%20Text.p
df” (last accessed on 20 November 2021) 
12Preamble to the Personal Data Protection Bill, 
2019  
13Ibid. 
14supra note 12 
15id. note 12, Section 3(11) of The Personal Data 
Protection Bill, 2019 – consent means a consent 
under section 12 

drafted taking into consideration 

international best practices nine privacy 

principles. They are:   

a. Notice, 

b. Choice and Consent, 

c. Collection Limitation, 

d. Purpose Limitation, 

e. Access and Correction, 

f. Disclosure of Information, 

g. Security, 

h. Openness: and 

i. Accountability 

Article 1721 of the European Union 

General Data Protection Regulation 

states the "Right to erasure ('their right 

to be forgotten')". This law envisions that 

the data fiduciary would have to consider 

the requests and itself apply the 

balancing test. Therefore, this shifts the 

responsibility for the protection of 

fundamental rights to private entities, 

like Google, Yahoo that are not 

constrained by democratic accountability 

- amounting to the privatization of 

16Ibid.  
17Ibid.  
18Ibid.  
19Ibid.  
20Ibid.  
21available at “http:// www. privacy-regulation. 
eu/ en/ article-17-right-to-erasure-'right-to-be-
forgotten'-GDPR.htm” (last accessed on 26 
November 2021) 
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regulation.22 

European Union 

Laws in the European Union, United 

States of America and India have been 

compared followed by the emerging 

issues in its implementation in India. In 

the E.C.H.R, Article 8 provides a right to 

respect for one's "private and family life, 

his home and his correspondence, 

subject to certain restrictions that are in 

accordance with law and necessary in a 

democratic society".23  

The term Right to be forgotten 

was originated in Spain24, “where 

citizen Mario Costeja Gonzalez 

sued Google and newspaper 

publisher La Vanguardia. When 

Costeja’s name was entered into 

Google’s search engine, the top 

links included news articles from 

the past several years detailing a 

real estate auction to resolve 

social security debts he owed at 

the time. In his complaint, Costeja 

requested that Google remove 

those results for searches of his 

name. Costeja argued that these 

 
22 “Available at https:// meity. gov. in/ 
writereaddata/files/Data_Protection_Committee_
Report.pdf” (last accessed on 18 December 
2021) 
23 “Available at https:// www. echr. coe. int/ 
Documents/Convention_ENG.pdf” (last accessed 
on 18 December 2021) 

results about his past debts were 

harming his reputation and that 

they were entirely irrelevant since 

they involved resolved matters.” 

According to the European Court of 

Justice ruling, the links from the list of 

results must be erased, if data in it 

appears to be outdated or inadequate, 

irrelevant, excessive in relation to the 

purposes of the processing at issue. This 

process involves balancing the activity of 

weighing the individual’s privacy right 

with interest of the users of the Internet 

across the world, in the information, to 

be exercised by private entities, 

amounting to the privatization of 

regulation. As per a recent report, 

Google received 208,821 requests out 

of which more than 40 percent of the 

links were removed.25 Then Google 

removed links only in one domain, some 

EU leaders called for an all-domain 

removal worldwide deletion right. Such 

mass scale deletion will affect the right 

to information across the world. 

USA 

American jurisprudence for R.T.F 

24Ravi Antani, “The Resistance of Memory: Could 
the European Union’s Right to be Forgotten Exist 
in the United States?”, Volume 30 Issue 4, BTLJ 
(2015) 
25Id. at 9 
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essentially differs from that of the EU. 

America has even protected “right of 

Nazi supporters to demonstrate in 

American towns and the right to burn the 

American flag.”26 This is due to their first 

amendment where the government does 

not have the power to curb the freedom 

of the press. Therefore, the first 

amendment protects Internet Search 

Engines or companies that publish 

information, already in the public 

domain. As far as the press is concerned, 

U.S applies the newsworthiness test, i.e., 

“if the information is newsworthy; then 

no cause of action arises because the 

defendant has the First Amendment right 

to publicly disclose the facts.”27 

The Fair Credit Reporting Act (“FCRA”) 

lays provisions for preventing credit 

“reporting agencies from including 

obsolete information in someone’s credit 

report. This is because the creditors are 

increasingly relying on Internet searches 

to enquire and report more information 

about potential borrowers.” Therefore, a 

person with a complaint like Mario 

Costeja Gonzalez may not find a remedy 

through courts in the USA. 

India  

Section 27 of the Bill, 2019 in Chapter 

 
26Id. at 12 

VI Data Principal Rights states the R.T.F. 

“The data principal is the” user who uses 

the internet and the data fiduciary is the 

service provider/company to whom the 

data principal provides his personal data 

or “sensitive personal data”. To 

implement the R.T.F, the Data principal 

must file an application under Section 

27(4) to the Adjudicating officer. Section 

27(1) gives “data principal- the right to 

restrict or prevent continuing disclosure 

of personal data” related to the data 

principal by a data fiduciary where —  

▪ the purpose for which the data 

was collected is served and 

the data fiduciary no longer 

needs such data.  

▪ the data principal has 

withdrawn the consent, given 

under section 12; or  

▪ such data was obtained by 

means contrary to the 

provisions of Bill, 2019 “or 

any other law for the time 

being in force”.  

Section 27(2) gives the power to the 

Adjudicating Officer to act under Section 

27(1) when after weighing the following 

two aspects – 

▪ “Rights and interests of the 

27supra note 25 at 20 
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data principal in restricting 

the continued public 

disclosure of personal data”, 

and 

▪ “The right to freedom of 

speech and expression and 

the right to information of any 

citizen”, 

The Adjudicating Officer is of the opinion 

that the former will override the latter. As 

per Section 27(3) states that the 

Adjudicating officer shall have regard to 

five principles when acting under Section 

27(1). If the Adjudicating officer passes 

an order “to restrict or prevent the 

disclosure of personal data”, and any 

person finds that the conditions referred 

in the section are not satisfied, he “may 

apply for review of that order to the 

Adjudicating Officer” under Section 

27(5). 

Emerging issues and Challenges 

The implementation could be – 

▪ As per Section 28, a reasonable 

fee to be charged by the data 

fiduciary for complying with 

requests made U/S 27. 

▪ “The data fiduciary is not obliged 

to comply with anywhere the 

 
28Available at https:// www. prsindia. org/ 
billtrack/ draft-personal-data-protection-bill-
2018 (last accessed on 27 December 2021) 

rights of any other data principal 

would be harmed under this Bill”, 

2019. 

▪ The Adjudicating Officer 

mentioned in Section 27 is 

appointed by the Central 

Government under Section 68. 

One can easily imagine the red-

tapism and procedural hurdles 

that the data principal may have 

to face to file an application under 

section 27(4). 

▪ Such an Adjudicating Officer may 

not be competent in the first place 

because such matters, which 

involve constitutional law 

interpretation of a possible 

violation of freedom of speech, 

under Section 27(2) are 

performed by courts of law. 

▪ The data fiduciary will have to put 

a system in place to entertain 

such applications that means 

additional infrastructural and 

operational cost. 

▪ The Bill does not specify any 

principles or guidelines for what a 

‘fair and reasonable’ manner of 

personal data processing 

means28;  
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Conclusion 

Google Inc. v. Mario Costeja González29 

laid the foundation of the need for data 

of a user to be forgotten over the 

Internet. Countries have enacted a law 

directing data fiduciaries to forget data 

provided by data principal after its 

usage. In India, the Central Government 

formed a committee, during the 

proceedings in K.S. Puttaswamy (supra) 

to draft a code for data privacy. As per 

this draft code, data principal’s R.T.F is 

realized by a body, who weighs the 

rights and interests of the data principal 

in preventing “disclosure of personal 

data versus the right to freedom of 

speech and expression and the right to 

information of any other citizen”. India 

has chosen a path that is in the middle 

of both extremes of implementation by 

EU and USA. To this extent it looks 

reasonable, and suits needs of our 

country, but the fact that the 

Adjudicating officer comes from a non-

judicial background raises suspicion on 

his credibility to weigh and whether the 

goals that the Bill, 2019 wanted to 

achieve will be met or not.

 

 
29supra note 25 
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