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“Without privacy, there was no point in being an individual”  

- Jonathan Franzen

Introduction 

The concept of privacy is time 

immemorial. A mere attempt to 

investigate privacy is bombarded by a 

plethora of meanings. The privacy of 

private property, the privacy of a 

proprietary interest in one's reputation, 

the privacy of keeping one's matter to 

oneself, the privacy of a voluntary 

organisation or a commercial 
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corporation's internal affairs, the privacy 

of sexual and familial matters, and so on.1 

Every person has certain private and 

personal aspects of their lives that they 

do not want to share with the world.2 

Compared to other topics like 

democracy, justice, or equality, privacy 

has received relatively less attention 

from philosophers. This is quite shocking 

because privacy is one of the important 

concepts and plays a significant role in 

human life. In this part of this paper, 

author made an attempt to understand 

what is, the philosophical background of 

‘Privacy’ and what these philosophers 

said about privacy.  

In Roman times, the notion of “being 

private” had more to do with one's 

private realm, where one is the master of 

one's house, than it does now, where the 

focus is on one's private intellect.3 

According to Black's Law Dictionary, the 

'Right to Privacy' entails “right to be let 

alone; the right of a person to be free 

from any unwarranted publicity; the right 

to live without any unwarranted 

 
1 Charles Fried, “Privacy” 77 (3) The Yale Law 

Journal 475 (1968). See also, Edward Shils, 

“Privacy: Its Constitution and Vicissitudes” 31 

Law and Contemporary Problems 281 (1966).  
2 Nona Walia, “Why have we become so 

comfortable sharing our private life online?” 

E-Times, Dec. 8, 2019.  
3 Soraj Hongladarom, The Buddhist Theory of 

Privacy (Springer, 2016).   
4 Black’s Law Dictionary (12th ed., 2009).   

interference by the public in matters with 

which the public is not necessarily 

concerned4. We use ‘private’ and ‘privacy’ 

in many different ways.  Both words are 

derived from ‘privus’ in Latin which 

means ‘single' or ‘individual'. Being 

private is usually opposed to being 

public; privacy means a state in which 

one is not observed or disturbed by 

other people”5.  

The right to privacy is notably a sprout 

associated with “the philosophy of 

individualism”.6 The relationship 

between the individual, the society, and 

the state and the areas of conflicts in 

their mutual sphere of activity has 

engaged the attention of political 

thinkers for several past centuries in 

western countries”7. We can find 

“privacy” as a right in ancient Hindu 

Scriptures. For instance, Manusmriti the 

oldest coded law of India also recognizes 

privacy. According to Manusmriti, “One 

should meditate alone in a lonely place 

for only by meditating alone he will attain 

salvation”, which states that a person 

5 Oxford Learner’s Dictionary, available at: 

https:// www. oxfordlearnersdictionaries. com/ 

definition/ english/ private_1?q=private (last 

visited on January 24, 2022)  
6 Mary Midgey, “Individualism, Solitude and 

Privacy”, in Can’t We Make Moral Judgements? 

(Palgrave Macmillan, New York, 1993).  
7 Jana Kalyan Das, “Philosophical Foundations of 

the Right to Privacy” Live Law, Sept. 11, 2017.  
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was not to be interrupted while 

meditating, sleeping, and studying.8 

The principle of privacy was also 

recognised in our ancient legislation, the 

Dharmashastras. The law of privacy has 

been thoroughly explained in the 

classical legal commentary. Kautilya 

specified a thorough protocol to 

preserve the right to privacy while 

ministers were consulted in his 

Arthashastra, which was composed 

during 321-296 B.C.9  

Extensive laws governing the 

construction of dwellings are also 

outlined in Kautilya's Arthashastra. As a 

result of the defined rules:  

“The owner of houses may construct 

their houses in any other way they 

collectively like, but they shall avoid 

whatever is injurious. With a view to 

ward off the evil consequences of 

rain, the top of the roof shall be 

covered with a broad mat, not 

blowable by the wind. Neither shall 

the roof to be such as will easily 

bend or break. Violation of this rule 

shall be punished with the first 

amercement. The same punishment 

 
8 “Locating Constructs of Privacy within Classical 

Hindu Law” The Centre for Internet & Society, 

Dec. 29, 2014.  
9 R. Shama Shastri, Kautilya's Arthasastra 

(Government Press, Bangalore, 1915).   

shall be meted out for causing 

annoyance by constructing doors or 

windows facing those of other's 

houses, except when these houses 

are separated by the king's road or 

high road” …10 

According to this guideline, the home 

must be separated into two important 

parts:  

▪ Personal rooms and parlours 

reserved for the family's women, 

and  

▪ The rest of the house can be 

accessible to the rest of the family 

for common use.  

Furthermore, anyone who constructs 

windows or doors that face another 

person's residence, causing annoyance 

to the neighbour, may be penalised.11 

From the preceding passage, we can 

deduce that ancient Hindu texts contain 

a plethora of rules governing individual 

privacy in ancient Indian civilization. 

This is a notable point here that, even in 

the Indian “Supreme Court” judgment 

regarding "Right to Privacy", a 9-Judge 

bench also referred to the writings of the 

Political thinker and Philosopher.12 While 

10 Ibid.  
11 Ibid.  
12 Supra note 7.   
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discussing the origins of the right to 

privacy, Justice D.Y Chandrachud relied 

on the theories of various political 

philosophers such as Aristotle, William 

Blackstone, J.S Mill, and James Madison 

in his opinion.13  

Hobbes, Locke, and Rousseau, the Social 

Contract theorists, planted the seeds of 

the 'right to privacy' by praising the idea 

of Natural Rights, which he considered to 

be inviolable and alienable. The 

establishment of government and the 

creating or enforcing of the law, 

according to Locke, was just a secondary 

concern between individuals; the main or 

fundamental concern was the 

preservation of life, liberty, and 

property14. People, he claims, relinquish 

just a portion of their natural rights while 

forsaking "the state of nature and the 

remaining natural rights, such as life, 

liberty, and property." He also put 

additional effort into this theory, 

introducing the concept of "tabula 

rasa."15. According to him, "tabula rasa" 

signifies that an individual's mind is a 

blank slate and that they are free to write 

their own story. Individuals have 

 
13 K.S. Puttaswamy (Retd.) and Ors. v. Union of 

India (UOI) and Ors, 2015(8) SCR 747.  
14 John Locke, Two Treatises on Civil Government 

(Cambridge University Press, 1988).  

complete control over the content of 

their personalities. The core premise of 

Locke's natural rights doctrine is the 

suspicion of a free, self-contributed 

intellect coupled with unchanging human 

behaviour, which every human gain from 

the state of nature into civil society, 

which is inalienable and inviolable.16 

Later in the late 18th and early 19th 

centuries, the notion of individual liberty 

and dignity was bolstered once more 

when John Stuart Mill distinguished 

between “self-regarding” and “other-

regarding” individual activity in his 

classic work “On Liberty”. While the state 

could intervene and start regulating the 

individual's 'other-regarding' action in 

the realm of 'self-regarding' action, which 

was purely private, he claimed that the 

state could not intervene and start 

regulating the individual's 'other-

regarding' action in the realm of ‘self-

regarding’ action.17 According to J.S. Mill, 

the only part of a person's actions that 

society can comprehend is the part that 

affects others. In the phase of his 

existence when he is only concerned with 

himself, his independence is complete. 

15 John Locke and P.H. Nidditch, Essay 

Concerning Human Understanding (Oxford 

Clarendon Press, 1979).  
16 Supra note 7.   
17 John S. Mill, On Liberty (John W. Parker and 

Son, West Strand, 1859). 
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Individuals have complete control over 

their own bodies, minds, and bodies. 

Furthermore, John Stuart Mill deserves 

credit for bringing actual meaning and 

content to the concept of individual 

liberty and dignity, from which "the right 

to privacy" can be derived. The ‘right to 

privacy’ initially appeared in the modern 

Indian law during the British period, 

when a local British court in the late 

1800s affirmed the privacy of a 

‘Pardanashin’ lady to use her balcony 

without fear of being seen by the 

neighbours. Fundamental rights are the 

rights that every human being in the 

country has, as well as the means to 

enforce them. The "Privacy Right” 

journeyed a long way to achieve 

Fundamental Rights status under the 

Indian Constitution. 

In the case of M.P. Sharma v. Satish 

Chandra, 18 an eight-judge panel 

disregarded the existence of a right to 

privacy on the grounds that the 

architects of the Constitution did not 

envision a fundamental right to privacy 

analogous to the U.S. Constitution.19 

After nine years in the case of Kharak 

Singh v. State of Uttar Pradesh20, the 

 
18 M.P. Sharma v. Satish Chandra, (1954) AIR 

300, (1954) SCR 1077.  
19 Chinmayi Arun, “Paper-thin Safeguards and 

Mass Surveillance in India” The Centre for Internet 

& Society, June 20, 2015.  

desire of making the Right to Privacy a 

Fundamental Right was get rejected by 

the Supreme Court. However, in his 

dissenting Judgment, Justice Subba Rao 

said that even though the Constitution 

did not expressly declare Privacy as a 

Fundamental Right, it is still a 

fundamentally important part of 

individual liberty. After 12 long years, in 

the case of Gobind v. State of Madhya 

Pradesh21, the 3-judges bench of the 

Supreme Court recognised the existence 

of Privacy under Article 21 of the Indian 

Constitution. However, this right was not 

absolute and could be hampered by the 

procedure established by the law.  

The privacy jurisprudence was further 

strengthened from time to time by 

judicial creativity mostly in the post-

liberalisation era. One of the significant 

changes came in the case of P.U.C.L v. 

Union of India.22 In this judgment, the 

Supreme Court laid down the standards 

of telephonic wiretapping and observed 

that Privacy is an integral part of the 

Fundamental Right guaranteed by the 

constitution, particularly under art. 21. 

After almost 63 years of long judicial 

battle, a nine-judge bench of the Apex 

20 Kharak Singh v. State of Uttar Pradesh, AIR 

(1963) SC 1295.  
21 Gobind v. State of Madhya Pradesh, (1975) 

SCC (2) 148. 
22 P.U.C.L v. Union of India, (1997)1 SCC 30.  
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Court unanimously declared the right to 

privacy as a necessary element of human 

dignity and hence an integral part of the 

Constitutional guarantees of freedom, 

liberty, and equal protection of law.23 

This judgment indubitably ends up the 

decade-old uncertainty regarding privacy 

as a fundamental right guaranteed under 

the Indian Constitution. This judgment 

comes because of the UIDAI controversy 

in which, the advocates of the right to 

privacy contended that the whole 

“Aadhar Scheme” is unconstitutional as it 

violates the right to privacy. However, 

the argument thrown by the Union was 

that right to privacy did not exist under 

the Indian Constitution and therefore any 

challenge to the Aadhar scheme is 

invalid. The Hon’ble Supreme Court 

observed that the observations made in 

“M.P. Sharma and Ors. v. Satish Chandra 

and Ors24 & Kharak Singh v. the State of 

U.P. and Ors25” are the literally 

interpreted scheme of art. 21, however, 

the rights under the constitution are not 

rigid and are continuously evolving as 

per the need.  

ISSUES IN THE CURRENT SCENARIO 

 
23 K.S. Puttaswamy (Retd.) and Ors. v. Union of 

India (UOI) and Ors., 2015(8) SCR 747. 
24 M.P. Sharma v. Satish Chandra, (1954) AIR 

300, (1954) SCR 1077. 

The following are some of the issues and 

challenges that Indian legislator should 

keep in mind when drafting any privacy 

legislation 

▪ Protection against Illegitimate 

and Arbitrary Encroachment: The 

legislator must ensure that any 

individual's “right to privacy” 

does not intrude with the 

unlawful or arbitrary practice of 

any public or private party. In the 

current scenario, the judicial 

system prohibits government 

agencies from abusing an 

individual's right to privacy. 

Legislators must enact 

comprehensive legislation to 

protect citizens from the 

governments and private 

parties' arbitrary and illegal 

practices. A legal framework is 

also required to address issues 

such as invasion of privacy, 

audio and video surveillance, 

and communication interception, 

as well as to limit the use of 

technology for collecting and 

abusing any individual's 

personal data. Today, the right 

to privacy on the Internet is 

25 Kharak Singh v. State of Uttar Pradesh, AIR 

(1963) SC 1295. 

http://www.lex-warrier.in/


The Lex-Warrier: Online Law Journal, ISSN (O): 2319-8338 
Volume XIII | Issue 1 | January 2022 | pp. 39-48 

Page | 45 

constantly under attack as a 

result of a variety of factors such 

as web cookies, unsecure digital 

payments, Internet service 

forms, web browsers, and 

phishing emails.26 

▪ Medical Information or Records 

Protection: Medical records, 

according to our common 

conception, were primarily used 

by doctors and medical 

insurance. However, with the 

development of electronic data 

and a big database of medical 

records, the number of health 

professionals and organisations 

has increased. While this 

accessibility enables research 

that can increase understanding 

of diseases and treatments 

across large populations, the 

number of parties having 

frequent accessibility to this 

individually identifiable has 

sparked concerns about the 

data's viability.27 It is critical that 

such data not be gathered and 

marketed to researchers in the 

 
26 Juliana De Groot, “Phishing Attack Prevention: 

How to Identify & Avoid Phishing Scams in 2021” 

Digital Guardian, Sept. 9, 2021.   
27 Nicole Wetsman, “Over 40 million people had 

health information leaked this year” The Verge, 

Dec. 8, 2021.   

field of biomedicine without the 

parties' authorization. 

▪ Financial Records Security: As 

the number of incidents of fraud 

increases, politicians must enact 

particular standards to prevent 

fraud and other crimes. 

Individual financial information 

must be secured from being 

disseminated and circulated 

among banks and other financial 

companies without the 

approval of the holder, except in 

line with the legal procedure.28 

This could lead to the 

exploitation of such data, which 

will also result in a violation of 

an individual's right to privacy 

and may escalate other offenses. 

▪ Preventing the employer from 

over-monitoring employees: 

Another important source of 

concern, particularly among the 

working class, is the increased 

monitoring of employees' 

actions by their employers. As 

previously established, this 

refers to personal data. This is 

28 “Storing Personal, Financial Information digitally 

increases risk of data breach: Report” The Times of 

India, Sept. 6, 2021.   
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done through so-called digital or 

technical eyes. The most 

common reason given by 

businesses for using such 

technologies is to boost 

employees' performance.29 

However, a justification for this 

practice clearly highlights the 

ethical issue associated with its 

use. These technologies 

jeopardize an individual 

employee's privacy in the 

workplace. This can also 

contribute to a sense of 

anxiousness and, at the same 

time, being watched (the so-

called surveillance state).30 

CHALLENGES IN ENFORCING PRIVACY 

RIGHTS 

Technology is said to be the greatest 

threat to an individual’s privacy. We are 

currently living in the digital era, which 

may be defined as a period in which all 

economic and other activities are mostly 

data-driven and can be done by 

technology. The fundamental feature of 

this epoch can be summarised as an 

increase in the number of technology 

 
29 “AI Surveillance on Employees: What industry 

leaders have to say on Ethicality and Challenges 

of ‘Keeping an Eye’” ETHR World by The 

Economic Times, Sept. 3, 2021.  
30  Ralph M. Stair and George W. Reynolds, 

Principles of Information Systems. A Managerial 

users as well as a world that has become 

more open and smaller in terms of 

communication, trade, and other aspects 

on both domestic as well as international 

level.31 This overuse and dependence on 

the technology bring new ethical and 

judicial difficulties, which cause problems 

such as access to information, and in 

such circumstances, individual privacy is 

jeopardized.   

Nowadays, the majority of people are 

inextricably linked with technology, 

which is increasingly invading our 

personal information. These are the 

primary concerns that have been 

identified by the author as the most 

serious threat to individual privacy in 

recent times:  

A. Surveillance through Phone 

Tapping 

Phone tapping is a major invasion of 

privacy rights. Is it legally enforceable in 

India? If so, what is the upper limit and 

what safeguards are in place? In PUCL v. 

Union of India,32 the Supreme Court ruled 

that “The first step under Section 5(2) of 

the Telegraph Act is the occurrence or 

happening of any public emergency or 

Approach 665 (Course Technology Cengage 

Learning, 9th ed., 2010).  
31 IMF Staff, “Globalization: A Brief Overview” 

International Monetary Fund, May, 2008 
32 P.U.C.L v. Union of India, (1997)1 SCC 30. 
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the existence of a public safety interest. 

Thereafter, the competent and concerned 

authority under section 5(2) of the 

Telegraph Act is authorized to pass an 

order of interception after recording its 

satisfaction that it is mandatory or 

expedient so to do in the interest of: 

▪ Sovereignty and Integrity of India 

▪ Security of the State 

▪ Friendly relation with foreign 

states 

▪ Public Order 

▪ Preventing incitement or 

inducement to the commission of 

an offence.” 

Moreover, in the case of K.L.D Nagasree 

v. Government of India,33 the court while 

discussing the PUCL case, held that “the 

reason of making an order for 

interception of messages in the exercise 

of powers under Sec. 5(1) and (2) of the 

Telegraph Act, 1885 the happening of 

any public emergency or the existence of 

a public safety interest is sine qua non.” 

The right to privacy extends to telephone 

conversations held in the seclusion of 

one's home or office.34 This plainly 

implies that phone tapping would be a 

 
33 K.L.D Nagasree v. Government of India, AIR 

2007 AP 102.  
34 Rayala M. Bhuvaneswari v. Nagaphanender 

Rayala, AIR 2008 AP 98.  
35 State v. Campbell, 759 P.2d 1040, 1044 (Or. 

1988).  

violation of Article 21 unless it is 

approved by law and such approval 

should be reasonable, fair, and logical. 

B. REAL-TIME TRACKING 

There are several synonyms for it, 

including live tracking, car tracking, and 

so on. People wanted to know where the 

vehicle was in real-time, hence this 

technique was originally employed in the 

shipping industry. With the rapid 

advancement of technology and tracking 

systems, it is now possible to track and 

display the location of any vehicle in real-

time in a variety of ways.35  

The inbuilt GPS system in the vehicle is 

one of the most common ways for vehicle 

tracking. According to Kantian theory, 

most people use GPS for a simple reason 

to know what someone is up to, it is not 

bad to watch someone, however, it 

depends on who the other person is.36 

CONCLUSION 

It can be concluded that privacy as a 

right is not a new concept. The existence 

of privacy can be traced in the ancient 

Indian Scriptures like Manusmriti and 

Arthashastra. Moreover, the role of social 

36 Nadine Barrett-Maitland and Jenice Lynch, 
social media, Ethics and the Privacy Paradox, in 
Security and Privacy from a Legal, Ethical, and 
Technical Perspective, Christos Kalloniatis and 
Carlos Travieso-Gonzalez (IntechOpen, February, 
2020)   
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and political thinkers to develop this 

concept is also very important in the 

current scenario. The term "privacy" has 

been described as an individual's right to 

limit the amount to which he or she 

desires to share their personal 

information with others. The 

constitutional framers may not have 

envisioned the aforementioned right in 

the constitution, but the technology we 

use now is significantly superior to that 

of the age when the constitution was 

drafted. As a result, amendments to the 

constitution are required to address 

rapidly emergent challenges.
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